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Types of Classified Matter and Classification Levels

Type of DOE Restricted Data Formerly National Security Information
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these levels of Confidential Confidential

classified matter if
there 1s need to know




ISSM at Work

es and discussions, or
torage & review can ONLY
y areas at

‘The SC Security

Clgssiﬁed confere
1SS111ed Cun

GTN G-222
FORS 3H-017

Mark Thornock  (3-2995)

Sabeena Rangwala (3-4681)

Peo;_rm Work within Measures and Controls



ISSM at Work

. ¢ _

UNITED STATES
B POSTAL SERVICE.

transmission

*If you need to receive, send or process Classified

SMS first for proper addresses/packaging etc .

Perform Work within Measures and Controls



ISSM at Work

* The new option on destruction of OUO
' N se shredders from the

+
» _ D _h J L

1 .-cr‘-
LR

$225 per *cross cut
mended by Office
vithin 4 weeks 1f
1n stock.

les)

. i
Perform Work within Measures and Controls



ISSM at Work

Remove paper clips, staples and metal/plastic
in a brown bag

J'-‘“""

The Bag MUST h: Trash will not be accepted
following informatio - without the listed information.

all security at 3-2403 to have
>m open room R-002 for

sh disposal. At Forrestal take
ash down to room GA-
W.F, from 3-4 p.m.

bag must weigh
more than 10 p or 1t will

CCCPLCd.

il = —

Peq!'rn Work within Measures and Controls



ISSM at Work

» Classified Infor or disposal must be put in a
- red/white candy-striped bu

1s required for OUO

Perform Work wi_f‘riin Measures and Controls



ISSM at Work

Cnm Mmmmﬁ
Sc-go.1 [F241
3-3285

ooz 34 |3

Analyze Risk



Operation Clean Sweep

Include Electronic Files  Organize or delete

B3 My Documents _F_: ﬁles
My : it Wiew Favorites  Tools  Help ;

Documents |)5zs e SO

Network -
Drives bt e przEdecision:l

:I Eud'WinS5s

~ fipygfiation on a
qpqdev1plac-5 e ? 1C dl'lVe

-] ANMUAL SECURITY Bl
{:I Cwber
-] docurmentation

{:I Harite

tion?
124 ohjeck(s) (Disk free space: 133 GB) yp

L ROt DECIDE
Analyze Risk




ISSM at Work

Perform Work within Measures and Controls



ISSM at Work

e elephone vs. Voice Mail

Flash then 11

(conference #3 on some phones).
166 (from different phone).
(contact Mark Thornock).

, archive, transfer).

i ama 2) Dial
3) ChecKlist eat Check List and contact
he SMS).

Perform Work within Measures and Controls



ISSM on Foreign Travel

he risk of becoming an intelligence target increases greatly during

foreign travel. As a ierican government official, scientist, or
n aveler with- ‘useful information, you can

et ¢ lligence or security service at

2y

ANY . country.

heard at all times

Analyze Risk



ISSM on Foreign Travel

or approval of Foreign Travel on
1ent System website

later enter into the system
ore you leave the

e back.
IcDonough 3-

Peo;_rm Work within Measures and Controls



ISSM on Foreign Travel

D, within the Last Five Years a DOE
learance and visit:

+ -

Sensitive Countries: - 51.1A REQUIRES you to

h prior to travel and provide
Nancy McDonough 3- 1 F-237

15RO D\ EVi i Natosi e e B Phiin room G-241 for security
http://www.state.gov

Perform Work within Measures and Controls



ISSM at Work

must have a point of contact, sign in and have an
escort during 'S Or In security areas irrespective of

Be Aware: foreign
be

i P
5 ya A S
\'v
CA S

eyelop Controls



ISSM at Work

Non-Sensitive .Eountry

7 days

Perform Work wi_f‘riin Measures and Controls



ISSM at Work

e Dr. Orbach delegate

apy oval authority for Headquarters
® ‘ of Sci '

and assignments to each

¢ Director, or for visits by
Dr. Harold Jaffe will
orandum From:
"nce).

% / 4 i—
\'v

eyelop Controls



ISSM at Work

« Foreign national cannc
- systems w: ou puor iy from an appropriate
e Di ors, and a

ty pl:

E s) to which

me period

fi— £ i—
4 .
{
b N,

Develop Controls



ISSM at Work

arla within
e available from Carla

y ) Y
y L § 7

Iy 4

s N —

£
Ensure Performance



ISSM at Work

want to talk
> stop by our

= £
Ensure Performance






ISSM at Home, Travel and Work

rrorism 1s supported by

ng the following threat
tened awareness you
y, friends, and co-

i 3 2
5 - ya »
- AR 4
A,
i, = =

I =
~ Analyze Risk



ISSM at Home, Travel and Work

Indicators

ess sticker

~ = .
~ Analyze Risk



ISSM at Home, Travel and Work

7 R

ﬂ“‘"-;-

4 CAU i'IDN(B

[ndzcat
" Y e oning about the facility or

” suitcases

bly observing the

C10Us to you

% A i S
& : '
' \ /

Analyze Risk



ISSM at Home, Travel and Work

Analyze Risk



ISSM at Home, Travel and Work

+ Indicators of critical interest include:

Analyze Risk



IV ISSM at Home, Travel and Work
W

i 9. =
LIy

The following two PDDs set the guidelines for the
Counterintelligence Program:

l.\ ‘

© +PDD-12 (8/93) Security Aware

Contacts.

s report all contacts with individuals
1de the scope of the employee’s
thorized access is sought to

n or the employee is concerned
by a foreign entity.

*PDD-61 (2/98) Energy Department Counterint
- nging the screening and
abs, making the

sits, and instituting
se of polygraphs.

A S=<t = 4
~ Analyze Risk



ISSM at Home, Travel and Work

Ensure Performance



‘}g 1) -

a0 1 B ¥
L
‘I - ffﬂp”r{l'r'{_"ff'ifh‘;‘rn} = ﬂ'ﬂﬁ"r"-'ﬁ,rﬁrm o e !a—_F r"-‘-’-"'--"‘"-"r' Mff-ﬁf/}m
L ae*:.r'..-.m-..«-' T B ::..-:- ,,:L,- 3 _-_- i e o) .-r-m.r.-r;_,f ..-ﬁ-l:..-.r".r.-n. w.-:-ﬂ."f'l:a’;"
ik l":'l. &fwﬁ-’ﬂjﬂ. s I.l.-'r i i I

H'ﬂ:'fﬂ';r'}'l A J'}'gﬂf B -;4_ - _-' = __,r_-l __-' to by o ey W e e ® o e e o Tag ensnl _-1' '..n.- T s 'F,. :"..-f'.\-l.l-.!f_\rp_'-ll'{ll'r':;:-tr_' I_.

: jr'"' 1;_"’:.\.- :a.-h-‘-..m..-_.:,. QF T [ '4
i
o j;"ﬁ.{f:". ; ‘#c‘-"{ﬂi """:,f e P i .-I‘.n.-.-".-f H PN S _- ./F-"M..lfﬁ”.r.fl"j'i_ .-i-‘":\?-.u{ o SRMNEE S B e F LR o B n'-'\-l':'r?.-'.l-'rﬁ .||-..-'..|l'
VR % P
i o

.-;- .q:r _A'_':u.d“' e
- mcmz i}x .L”F.‘;I

- r'- b ?Jq'l.u‘ﬁf .qi'lu.-'.-c" :".ﬁ-l.l\.n. J-\.-\.-\.-.-v:ul"f .-:-':I::s-.-:'--:.;-\ n',.:.,;-l T A .r'-"-f S -.{l':.-;r"r.:vmlr:'ﬁ‘-'-":'r""d-_.-'q-.":" _..'\. J.\_,.\l:':h_L :_r' e AT A n.-". l'-J'. .\;.'--.'-M."J.{qu
s o rt-"""f“'.'rli:',_,.;;.v.-ﬂi.' Tt S ."'.-u'.- T° R T R T ."‘._. i T .:.n?_, e :__.- R, .-"'r ___,T-_'_ i e :
e Ipt : R A i A ’ . . '”:l - v s "' Gt I‘-I';'\I--Ff\--l‘ -lul.n'.l o = F'I'-P- = f "“'1'*'.1" ol i‘

."



Questions?

o
—

http://www.science.doe.gov/.

Don’t forget to fill out the e

Ensure Performance



